Azure Virtual Desktop (AVD) user guide
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1. Introduction

Azure Virtual Desktop is a desktop and app virtualization service that runs on the cloud. AVD gives
you the same Windows experience regardless of the device you’re on. Imagine if you could have a
laptop that performed like it did when it was brand new, and it was impossible for you to lose it. AVD
does that for you by providing a Windows VM and apps in the cloud that you can access from any
device.

1.1.  Purpose of the document

This article shows you how to connect to Azure Virtual Desktop (AVD) with the Web client. The web
client lets you access your AVD resources directly from a web browser without any requirement to
install a separate client.

This document helps you to navigate the right path and guide you with the detailed step by step
procedures to start up with Azure Virtual Desktop (AVD).

1.2. Reference Artifacts

1 | What is Azure Virtual Desktop? Link
Connect to Azure Virtual Desktop with the Remote Desktop Web client Link

3 | Use features of the Remote Desktop Web client when connecting to Azure Virtual | Link
Desktop

4 | Register for multi-factor authentication (MFA) account Link

2. Steps to Connect AVD using the Web Client

Step 1: Open your web browser on any device (Windows or Mac OS).

Note: Azure Virtual Desktop (AVD) supports any HTML5-capable web browser like Microsoft Edge,
Google Chrome, Mozilla Firefox, Apple Safari etc. Please find the list of official web browsers in
below listed table.

Web browser Supported operating system Motes

Microsoft Edge Windows, macO5, Linux, Chrome O5 Version 79 or later
Google Chrome Windows, macO5, Linux, Chrome O5 Version 57 or later
Apple Safari mac05 Version 11 or later
Maozilla Firefox Windows, macO5, Linux Version 55 or later



https://learn.microsoft.com/en-us/azure/virtual-desktop/overview
https://learn.microsoft.com/en-us/azure/virtual-desktop/users/connect-web
https://learn.microsoft.com/EN-us/azure/virtual-desktop/users/client-features-web
https://lausd.sharepoint.com/sites/itd_sts/network_security/vpn/Shared%20Documents

Step 2: Go to the link, https://client.wvd.microsoft.com/arm/webclient/ Provide your LAUSD email
id and click on ‘Next’.

Tip: If you've already signed into the web browser with a different account than the one you want
to use for Azure Virtual Desktop, then you should either sign out the different account and sign in
with your LAUSD account credentials or you can use a private browser window (new incognito
window).

B Sign in to your account X o+

&« C @ loginmicrosoftonline.com e a- o © % [ @ incogito

T3 Microsoft Teams ©% Outlook ) Azure Portal

B® Microsoft

Sign in

Q Sign-in options

Step 3: Provide your LAUSD username and password as given in respective snapshots and click on
‘Sign In’.

B Sign in to your account X o+

& C & login.microsoftonline.com, o~ © v 0O @ Incognito

T3 Microsoft Teams 0% Outlook ) Azure Portal

B Microsoft

Sign in

Q Sign-in options



https://client.wvd.microsoft.com/arm/webclient/

= u x +
& C @ login.microsoftonline.com Y O @ Mcognito

Tj Microsoft Teams 6% Outiook '\ Azure Portal

o

¢ —0|ausd.net

Enter password

Forgot my password

Enter your full LAUSD email address and password to
Log in. e.g. (msmith@lausd.net,
mary.smith@lausd.net)

Termsofuse  Privacy & cookies - --

Step 4: If asked, provide MFA (Multi factor authentication) as per your preferred method (This will
be a one-time activity).

Verify your identity

D Text +XX XXOOXXXX57

% Call +XX XXXXXXXX57

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Enter your full LAUSD email address and password to
Log in. e.g. (msmith@lausd.net,




Step 5: Once you've signed in successfully, you can see the below screen.

Note: Make sure the toggle is not enabled for “Try the new client (Preview)”

i All Resources

Privacy settings for managed resources have been preset by your organization. Learn More

v AVD Dev Apps

e |~ 4

OneDrive SAP GUI -
Portal

2.1.  Stepsto open BTS (SAP GUI - Portal) using web client:

Step 1: Double click on SAP GUI - Portal app. A prompt for “Access local resources” will be displayed
asking you to confirm which local resources you want to be available in the remote session. Make
your selections as below.

32 All Resources

Privacy settings for managed resources have been preset by your organization. Learn More

~ Nenprod RemoteApps

OneDrive SAP GUI -
Portal

A Access local resources

Allow the remote computer to access the following resources on my computer:
~ Clipboard ~ Printer

»/ Microphone |:| Camera [Preview]
~/ File transfer

D Don't ask me again for connections to this computer

Note: Please find the details on the nature of each selection (from the above screen):
Clipboard: This will allow clipboard so that you can copy/paste from/to AVD

Microphone: This will allow microphone so that you can use your local microphone in your AVD
File Transfer: This will allow file transfer from/to AVD.

Printer: This will allow to perform print operation.

Camera [Preview]: This will allow AVD to use the camera of your local computer.



Step 2: You can Select the checkbox on “Don’t ask me again for connections to this computer” if
you need.

Al Resources

Privacy settings for managed resources have been preset by your organization. Leamn More

v Nonprod RemoteApps

™ [~ 4
Cnebrbe — SPELL A Access local resources

Allow the remote computer to access the following resources on my computer:

W Clipboard M Printer
| Microphone Camera [Preview]

M File transfer

+ Don't ask me again for connections to this computer

Step 3: Provide your LAUSD username and password and click on Submit.

All Resources | L@ Nonprod RemoteApps X

Enter your credentials

——
Password




Step 4: Please wait for some time for the remote app to load.

i All Resources L& AVDDevApps X

Connecting and launching “SAP GUI - Portal*

Configuring remote connection

Show Details

Step 5: Now, the BTS Portal page has opened in Edge browser. You can start working on it normally
as you do.

i All Resources

im] =7 SAP NetWeaver Portal x |+ = O :
(&) 3 https://bts.Jausd.net/irj/portal A T8 o= > - )..!
Q
Business Tools for Schools é
+
User * il
Password *
* Enter your Single Sign-On (email) username and password to Log In
( thtaned it ry.smith@tause-nel
Do not add domain name (@lausd.k12.ca.us @lausd.net)
Account Problems? Get Support
Log On
SAD4 C
Copyright ® SAP AG. All Rights Reserved t g
&




2.2.  Steps to launch simultaneous multiple applications using web client:

Step 1: To open another app simultaneously (for example OneDrive here), click on “All resources”.

I All Resources

@ [ 7 SAP NetWeaver Portal

x|+ - o X
() https://bts.lausd.net/irj/portal 7= % 2 b
Business Tools for Schools &
+
User * i
Password *
0,, * Enter your Single Sign-On (email) username and password to Log In
@ eg £S mary,
§ Do not add domain name (@lausd k12.ca.us @lausd.net)
C Account Problems? Get Support
Log On
a s R ST
(m1]
~

Step 2 : Now double click on the app you want to open (For example, OneDrive here). It won’t ask
for credentials again.

i All Resources

Privacy settings for managed resources have been preset by your organization. Learn More

v AVD Dev Apps

-4

SAPGUI -
Portal




Step 3 : You can see the OneDrive app has opened in a new tab.

HE ANl Resources
= a X

@ OneDrive - Los Angeles Unifie X S

@ New Tl Sort = view
4 @ > ThisPC > Windows (C) > Users » > OneDrive - Los Angeles Unified School District D os A »p
A Home O Name Status Date modified Type Size
Attachments o File folder
| Documents

L Downloads
I8 Pictures
) Music

3 Videos

@ OneDrive - Los Ang
[ ThisPC

&l Metwork:

2.3.  Steps to sign-out/close apps in web client:

Step 1: To sign-out from the session, click on Ctrl+Alt+End. You will see the below screen, click on

Sign Out.

All Resources Q AVD DevApps X

Lock

Sign out

Task Manager

Cancel

10



Step 2: If you want to close SAP page, click on the cross button as shown below.

Business Tools for Schools

Step 3: To close the tab in the web client, click on the cross button as shown below.

i ANl Resources L& AVD DevApps X

Step 4: If you want to close OneDrive, click on the cross button as shown below.

All Resources ,‘

Attachments X +

T sort = View

) New

> OneDrive - Los Angeles Unif ed School District > Attachments

£ Home ) Name Status Date modified
J Documznts
L Downloads
P Pictures

) Music

i Vidzos

@, OneDrive - s Ang
[ This PC

@ Networs

a

@ OneDrive is up to dat:

11



3. How to Upload/Download files from your local drive through
Web Client.

3.1. Follow these steps to upload files from your local computer to the AVD (same for
MAC and windows)

Step 1: Login to the Remote Desktop Web client and open OneDrive

& All Resources

Privacy settings for managed resources have been preset by your organization. Learn More

v AVD Dev Apps

-4

SAP GUI -
Porta

Step 2: After launching the One Drive application, an extra icon will appear on your screen
(highlighted with red arrow) for Upload new file. Click on this icon, it will open a file explorer window
on your local device.

Note: Upload will do nothing different but just Copy the Files from your local system/drive to AVD.

View

@ 5 ThisPC > Windows (C:) > Users > , > OneDrive - Los Angeles Unified School District

Attachments

Documents @] Document

4 Downloads test - Copy

12



Step 3: Browse to the relevant Folder/location and select the files you want to Copy/Upload to the
remote session. You can select multiple files by holding down the CTRL key on your keyboard for

Windows, or the Command key for macQS, then select Open.

Note: There is a file size limit of 255MB for each Copy/Upload task from Local device to AVD.

1 @l > ThisPC > Desktop v G Search Desktop

Organize * New folder o~ @ @

I T RSB
~ Quick access

o
M Desktop . f S - o x
A A

Download

% Downloads RdClientAutoT Google Microsoft  MSIXCert.cer  RelClientAutoT
5 . race Chreme Teams (work racezip

= Pocuments arschool)

v G Search Home »

Pictures
& lausd
A A

layout
Remote testixt Visual Studio Pictures = Music Videos
Desktop Code Stored locally Pl stored locally Stored locally

& my working kn

@ OneDrive - Info

File name: | Al Files () v
J've pinned some files, we'll show them here.

Open Cancel

(=] m;‘ LAUSD AVD user guide v1.0 6/1/2023 6:02 PM SharePoint - Los Angeles Unified Scho...

> @ OneDrive - Los Ang
> [l ThisPC

> &l Network

Step 4: After Uploading the file, you can see the confirmation notification as highlighted in the
below screenshot.

22 All Resources

@ OneDrive - Los Angeles Unifie X +
Upload to Remote Desktop Virtual
2 Drive completed
£) New v Sort = View

@ ) ThisPC > Windows (C) » Users » eopammemmwtems  OneDrive - Los Angeles Unified School District

) Home Name tatu ste modified

Attachments
o Documents @7 Document
& Downloads test - Copy o
I8 Pictures
O Music

& Videos

@ OneDrive - Los Ang
I This PC

W Network
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Step 5: Now, to view the file that you uploaded, Click on ‘This PC’. You'll see a redirected drive
called Remote Desktop Virtual Drive on RDWebClient.

Important Note: Don’t go to “Network” Tab, please follow the instruction from the picture below.
Navigate to ‘This PC’ and Click on Remote Desktop Virtual Drive on RDWebClient.

All Resources

B This Pc x |

Tl Sare = W

“ ] Bl . This BC >

M pigime Fedirnecte

Remote Deckiop Vitual Drive

B on RDWebChent

u Documents

L Denwnloads

—_ b) Secondly, go to "Remote Desktop Virtual Drive on RDWebClient™
ERLTES

& PAusic

Wideos

- Onelrive = Lok Ang

a) Firstly, got to "This PC"

W Pictwork

Step 6: Inside this drive there are two folders: Uploads and Downloads. Uploads contains the files
you uploaded through the Remote Desktop Web client. Double click on “Uploads” folder and open
the files you copied from Local device to AVD.

i All Resources
]

=« Remote Desktop Virtual Drive X +
@ New ™ sort = View
€ Vi A =« > ThisPC > Remote Desktop Virtual Drive on RDWebClient >
<% Home (D Name Date modified Type Size
Downloads 6/7/2023 7:40 File folder
=1 Documents Uploads 6/7/2023 7:5 File folder
& Downloads
P9 Pictures
&) Music
i3 Videos
> @ OneDrive - Los Ang
This PC
& Network

14



Step 7: You can see the uploaded files here in “Uploads” folder.

Note: If you are unable to see the file, please click on refresh button to see the file.

Al Resources
Uploads X - =] X
D New N so = View
i > ThisPC > Remote Desktop Virtual Drive on RDWebClient > Uploads r

test

2 Documents #
& Downloads
P8 Pictures

@ Music

& Videos

@ OneDrive - Los s
v [l This PC

v ma Remote Desktc

Downloads

Uploads

3.2. To download/transfer files from AVD to your local device (same for MAC and

windows):

Step 1: Sign into the Remote Desktop Web client and launch One Drive application.

& Al Resources

Privacy settings for managed resources have been preset by your organization. Learn More

v AVD Dev Apps

15



Step 2: Browse to the Location/Folder (from where you want to transfer files to your local device)
and copy files you want to transfer/download to the local device.

- Documents X s - o X
@ New % 18] & = W M sort = view
< v - > Documents ~ Search Documents rel
£ Home O Name Date modified Type Size
B et Text Document 0KB
@ o e uw
= Dacuments
4 Downloads Explore
1A Fictures Bl Open Enter
O Music @ Open with >
[ Videos Y7 Add to Favorites

FD Compress to ZIP file

> @ OneDrive - Los Anc Copy as path Ctrl+Shift+C
> EThisPC &2 Properties Alt+Enter
> 8l Network

i Show more options Shift+FI0

Step 3: Now, select ‘This PC’. You'll see a redirected drive called Remote Desktop Virtual Drive on
RDWebClient.

Important Note: Don’t go to “Network” Tab, please follow the instruction from the picture below.

W B . This B >

5 Home Redirecte

Remote Desktop Vitual Drive
-';.:" on BDVebCleent

- Drocurmenis o

L Dewnlaagds o

— b) Secondly, go to "Remote Desktop Virtual Drive on RDWebClient"
2R A

& Munic -

E Videos o

o Onelrive = Lod Ang

a) Firstly, got to "This PC"

F e —

16



Step 4: Inside this drive are two folders: Downloads and Uploads. Double click on “Downloads”
folder and open it to paste the files you have copied from Step 3.

All Resources

=« Remote Desktop Virtual Drive X +
@ New T sort = View wes
€ Vi A =« > ThisPC > Remote Desktop Virtual Drive on RDWebClient >
A
% Home Name Date modified Type Size
6/7/2023 7:40 PM File folder
=1 Documents Uploads 6/7/2023 7:52 PM File folder
& Downloads
P4 Pictures
&) Music
i3 Videos
@ OneDrive - Los Anc
This PC
S niee o
H sl ”
Step 5: Paste the files in “Downloads” folder.
Downloads x + - o0 X
@ New M T sort = view
€ wrs > ThisPC > Remote Desktop Virtual Drive on RDWebClient > Downloads »
£ Home O Name - Date modified Type Size
This folder is empt
3 Documents
L Downloads o
PN Pictures
S5 View
€ Music
> T Sortby
Videos
a (= Group by
' Undo Move ctrl+z
@ OneDrive - Los Ang
[©)
[ ThisPC DR New
> Alt+Entes
@ Network ¢° Properties t-Enter
£7 Show more options Shift+F10
Step 6: You can see the progress in copying as shown below.
Downloads % S =
® New m N sort 99% complete - X
Copying 1 item from Documents to Downloads
€ v o > ThisPC > Remote Desktop Virtual Drive on ROWebCliet 999 complete i 5% oad »
= ~ Tl
A Home O Name Date mg
More details

=] Documents
L Downloads
P9 Pictures

& Music

£,

17



Step 7: Before the paste can complete, the Remote Desktop Web client will prompt you Are you sure
you want to download the file(s)?. Select Confirm. Your browser will download the files in its normal
way. Your files will be downloaded to your local device default downloads folder.

Note: If you don't want to see this prompt every time you download files from the current browser,
check the box for ‘Don’t ask me again on this browser’ before confirming.

i All Resources
Downloads X - ”: - =} X
- - Are you sure you want to
@ New O Sort = view it
download 1 file(s)?
» ThisPC > Remote Desktop Virtual Drive on ROWebClient > Downloads A pontt ask me again on this browser  Inio p
% Home D Name Date modified Type

3 Documents

4 Downloads
P8 Pictures
& Music

B Videos

@ OneDiive - Los Ang
[ his PC

3 Network

Note: If you want to change your browsers’ default downloads folder in your local device, please go
to browser settings -> Downloads and Change your default location. See the below screenshot for an
example in Chrome browser.

@ Settings o

You and Google B3 Your browser is managed by your organization

Downloads
Autofill and passwords w

e Privacy and security Location
C:\Users Downloads
@

7y Performance

Ask where to save each file before downloading
Appearance

Default browser

@
Q,  Search engine
[=1]

() On startup

@ Languages

¥  Downloads

18



Step 8: Now you will be able to see the document downloaded in the local computer.

Note: The file downloaded will not be available in the Downloads folder of the Remote Desktop
Virtual Drive on RDWebClient. It will be available in the folder on your local device which you selected
in the above step.

== All Resources

Downloads x + = a X
@ New m T sort = View
< v 4 » ThisPC > Remote Desktop Virtual Drive on RDWebClient > Downloads ~ G Search Downloads »
% Home O Name Date modified Type Size

This folder is empty.
= Documents

L Downloads

1A Pictures

@ Music

[ Videos

@ OneDrive - Los /

Downloads

> @ OneDrive - Los Ang

B testtat

4. Steps to print from the Web client.

Note: In Web Client, the printer options won’t show network/redirected local printers. This is a
known limitation from Microsoft.

Step 1: Go to the file you want to print and open. Go to File, select print option.

= All Resources »

Document - Word (Non-Commercial Use)

C Print

(R Home
o
o =

Print

Printer

== Remote Desktop Virtual.
B Rty

Pnnter Properties
Settings

History ‘* Print All Pages

L The whole thing
I: Print Pages:

‘ Print One Sided

Only print on one side of..

B Collted
4 123 123 1,23

19



Step 2: When prompted to choose a printer, select Remote Desktop Virtual Printer (By default, this
will be selected). Select Print.

e -~
== All Resources ] w

Document (Last saved by user) - Word (Nor

l;%! ‘ Copiess |1 _|
Print ,
' — B
Printer © 9
a—=. Remote Desktop Virtual...
T Ready N |

a==. Microsoft Print to PDF
Ready

a==. OneNote (Desktop)
=

«==. Remote Desktop Virtual Printer (redirected 2)

"Q | Ready

add Printer...

Print to File

==, Collated |
Iﬁ@ 123 1,23 123 |

Step 3: Your browser will generate a PDF file of your print job. You can see the confirmation
notification that the print job is in progress. Once done, you can see the downloaded file as pdf in
your local system’s default Downloads folder.

You can choose to either open the PDF and print its contents to your local printer or save it to your
PC for later use.

Print job has started and will
download as a PDF file

Styles Editing Sensitivity N

20



Note: If you want to rename the file while saving the pdf, please change your browser settings as
below. Then, while saving, you will get a popup where you can provide the name of the file and the
desired location to save.

G Settings Q, Search settings
L] You and Google B3 Your browser is managed by your organization
-
Downloads
B  Autofill and passwords
@  Privacy and security Location Chiige
C:\Users \Downloads 3
(# Performance
Ask where to save each file before downloading
@ Appearance
Q, Search engine
BN Default browser
() Onstartup

@ Languages

¥  Downloads

5. Web client Settings

5.1. How to unpin and pin Navigation bar:

This task will Hide and Unhide the Web Client Task bar (Black portion of Screen)

Step 1: Click on the pointed icon to unpin the navigation bar.

== All Resources

Privacy settings for managed resources have been preset by your organization. Learn More '

v AVD Dev Apps

e 4

OneDrive SAP GUI -
Portal

21



Step 2: If you want to see the navigation bar, click the pointed button.

Privacy settings for managed resources have been preset by your organization. Learn More

v AVD Dev Apps

Py ~ 4
OneDrive SARGUI-
Portal

Step 3: Click on the pointed icon to pin the navigation bar.

I All Resources

N AVD Dev Apps

5.2.

How to make the web client in full screen mode and exit full screen:

Step 1: Click on the pointed icon to maximize the web client or application window to full screen.
D | % @ Word tTea X

< @ client.wvd.microsoft.com

@ Remote Desktop W.. SR Sign in to Microsoft... Kurichett WDVMs -...

[ Projects-Home A CovidVaccinator

7= @  InPrivate &
Claims System SR Azure Virtual Deskt.. 5@ Azure Virtual Deskt.. 5@ Azure Virtual Deskt...
#All Resources
Privacy settings for managed resources have been preset by your organization. Lear

a» R B
More
v/ AVD Dev Apps
e —4
OneDrive SAP GUI -
Portal

22




Step 2: After maximizing the screen, it will hide the Local browser Tabs and taskbar and show only
the Web client taskbar or Open application in Full screen mode.

i All Resources

Privacy settings for managed resources have been preset by your organization. Learn More

v AVD Dev Apps

a — 4
OneDrive SAP GUI -
Portal

Step 3: To exit full screen, click on the pointed icon or click on ESC (Esc key located at top left of
your keyboard) and you will be returned to the default view.

H Al Resources

Privacy settings for managed resources have been preset by your organization. Learn More

v AVD Dev Apps

Py &
OneDrive SAP GUI -
Portal

5.3.  Functions of ‘Settings’ icon on the web client page.

Step 1: Settings icon is shown in below screen (represented as a gear icon).

i All Resources

Privacy settings for managed resources have been preset by your organization. Learn More

v AVD Dev Apps

e =4

OneDrive SAP GUI
Portal

23



Step 2: When you click on it, you can see the below options:

le B AR

X
Settings

Help improve Remote Desktop

Send usage data to Microsoft

@ o

Resources Launch Method

Customize the behavior of the web client when you launch a

remote resgurce
@ Open resources in the browser

O Download the rdp file

Enable Native Display Resolution
Use native display resolution in remote session

Off

Enable Input Method Editor

r complex characters. You must

e Keep the Resources Launch Method as default. “Download the rdp file” option will open
applications in your installed Remote desktop client application instead of the browser by
downloading the Remote Desktop Protocol (RDP) file.

e Enable Native Display Resolution: In sessions running on a high-DPI display, native resolution
can provide higher-fidelity graphics and improved text clarity. We recommend to keep this as
OFF because it may cause increase in CPU/network usage.

e Enable Input Method Editor: As of now, input method editor is not supported by our
environment. Keep it as Off.

Important Note: We recommend keeping the default settings on all these settings.

24



5.4.

Ability to Right Click on Web Client Homepage

Please note there are no specific functions related to AVD available through right-click on the web
client page.
It is recommended to refrain from selecting any options coming through right click on the page.

Privacy settings for managed resources have been preset by your organization. Learn More

v Nonprod RemoteApps

THE END
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